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Disclaimer: This document is intended as guidance, not a legal promise. It was not prepared by lawyers or technologists, and
does not constitute a promise or guarantee of any kind.

SmartScribe Corp. archives and deletes notes using MongoDB, a SOC 2, HITRUST, and HIPAA
compliant data storage vendor.

What is SOC 2?
SOC 2 (Service Organization Control 2) is a framework for managing customer data based on five “trust
service principles”—security, availability, processing integrity, confidentiality, and privacy. Compliance with
SOC 2 is essential for any organization that handles customer data, ensuring that systems are designed to keep
sensitive information secure. SOC 2 compliance is evaluated through two types of reports:
SOC 2 Type 1
• Definition: SOC 2 Type 1 reports evaluate the design of security processes and controls at a specific point
in time. It assesses whether the system and organizational controls are suitably designed to meet the
relevant trust service principles as of a specific date.

• Focus: The focus is on the design and implementation of the controls, providing a snapshot of the
organization’s control environment at the time of the audit.

• Purpose: This type of report is typically used by organizations to demonstrate that they have the
necessary controls in place to protect customer data, even though the effectiveness of these controls over
time is not assessed.

SOC 2 Type 2
• Definition: SOC 2 Type 2 reports evaluate the operational effectiveness of the security processes and
controls over a period of time, usually a minimum of six months. It assesses not only the design of the
controls but also their consistent and effective operation.

• Focus: The focus is on the ongoing effectiveness of the controls in place, providing a historical
perspective of how well the organization has adhered to its control processes.

• Purpose: This type of report is more comprehensive and is used to provide assurance to customers that
the organization’s controls are not only properly designed but also operating effectively over time to
protect customer data.

To learn more about MongoDB’s SOC 2 compliance, click here.

What is HITRUST?
HITRUST (Health Information Trust Alliance) is an organization that provides a comprehensive framework
for managing regulatory compliance and risk management. The HITRUST CSF (Common Security
Framework) integrates various standards and regulations, including ISO, NIST, and HIPAA, to create a
scalable and certifiable framework for organizations to manage data security and compliance.
Key Elements of HITRUST:

1. Integrated Framework: Combines multiple regulations and standards into a single, comprehensive
framework.

2. Risk-Based Approach: Utilizes a risk-based approach to tailor controls and requirements based on the
size, complexity, and risk profile of the organization.

3. Scalability: Designed to be scalable and adaptable to organizations of all sizes and across various
industries, particularly healthcare.

https://www.mongodb.com/pt-br/products/platform/trust/soc
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4. Certification: Provides a certification process to validate that an
organization meets the required controls and standards.

Importance of HITRUST:
• Comprehensive Compliance: Ensures compliance with multiple regulations and standards through a
single framework.

• Risk Management: Enhances the ability to manage risks associated with data security and privacy.
• Trust and Assurance: Builds trust with stakeholders by demonstrating robust security and compliance
practices.

To learn more about MongoDB’s HITRUST compliance, click here.

What is a HIPAA-Compliant Cloud Database?
A HIPAA-compliant cloud database is a cloud-based data storage solution that meets the requirements set forth
by the Health Insurance Portability and Accountability Act (HIPAA). HIPAA is a U.S. law designed to protect
sensitive patient health information (PHI) from being disclosed without the patient’s consent or knowledge.
Key Elements of a HIPAA-Compliant Cloud Database:

1. Data Encryption: Ensures that data is encrypted both at rest and in transit to protect against
unauthorized access.

2. Access Controls: Implements strict access controls to ensure that only authorized personnel can access
PHI.

3. Audit Controls: Provides mechanisms to track and log access to PHI, ensuring accountability and
transparency.

4. Backup and Disaster Recovery: Ensures that data is regularly backed up and can be recovered in the
event of a disaster or data loss.

5. Compliance with HIPAA Rules: Adheres to the HIPAA Privacy Rule, Security Rule, and Breach
Notification Rule.

Importance of a HIPAA-Compliant Cloud Database:
• Data Protection: Ensures the confidentiality, integrity, and availability of sensitive patient information.
• Regulatory Compliance: Helps healthcare organizations comply with HIPAA regulations and avoid
potential fines and penalties.

• Patient Trust: Enhances patient trust by demonstrating a commitment to protecting their health
information.

To learn more about MongoDB’s HIPAA compliance, click here.

https://www.mongodb.com/products/platform/trust/hitrust
https://www.mongodb.com/products/platform/trust/hipaa

